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1 Purpose

This policy sets out guidelines for the secure use, storage and destruction of data at the
Clinical Learning and Simulation Centre (CLSC).

2 Scope
This policy applies to:
e Types of data collected and how they are stored
e Data backup and recovery
e Data access and destruction

3 Definitions
Term Definition
Facilitator An individual involved in the implementation and/or delivery of simulation

activities. This includes faculty, educators, clinicians, etc.

Participant  An individual engaged in a simulation activity or event and for those
engaged in simulation research.

CLSC staff  Those working at the CLSC, including the director, managers, standardized
patient educators, simulations operations specialists, simulations solutions
specialists, biomedical engineering technologists, and administrative staff.

IT Systems  UPEI team responsible for providing support to the CLSC team via

and Services development and implementation of IT services.

(ITSS)
4 Policy

4.1  Data will be acquired and stored in different ways as shown.
Data Data Format | Data Acquisition Storage
CLSC Confidentiality Gathered as part of Online form kept on
Agreement and Participant Orientation. password-protected server
Permission for Video . UPEI-affiliated programs | with role-specific access.

. Online g .
Recording Form or already requiring a Paper kept in a secure, locked
CLSC Media Consent Confidentiality location. Forms stored at the
and Release Form papet Agreement shall see CLSC are destroyed at the end

these extend to the of the academic year.

CLSC’s activities. Agreements with UPEI-




affiliated programs are kept
within the program.
Feedback Survey Electronic Gathered online usinga | Password-protected
or paper CLSC survey tool within | SharePoint folder with
2 weeks of simulation restricted access.
activity. Program involved in the
Paper survey gathered at | activity keeps a copy of the
completion of the survey on their password-
simulation activity. protected server.
Videos Electronic Recorded during a Videos are destroyed after the
simulation activity. debriefing session for a
simulation activity.
If stored as per a prior
agreement, transferred to a
secure external drive or
approved ITSS storage
platform.
If for CLSC-led research, on a
case-by-case basis as per
privacy and ethics
requirements.
Assessments and Electronic Determined by program | Each program retains records
Grades or Paper facilitator during according to program
simulation activities. accreditation standards and
guidelines. The CLSC does
not retain this information.
Equipment Electronic Entered by Biomedical Kept on password-protected
Maintenance Records | database Engineering server with role-specific
Technologist, or access. A log in is required to
approved delegate identify who amended records
and when.

4.2

Records pertaining to consent forms and confidentiality agreements shall be

collected at the start of every academic year and updated as needed.

4.3

Any videos recorded are destroyed after the debriefing session, unless prior

arrangements are made with the CLSC staff. They would then be stored as per the
provisions in the CLSC video recording policy.

4.4

for retrieving data from the SimulationIQ cloud.

4.5

If software storage fails, EMS, the vendor for SimulationIQ, shall be responsible

Electronic access is restricted by two-factor authentication. The CLSC will not

have access to assessments and grades as these are programs’ responsibility.

Reference

e CLSC Confidentiality Policy
o Appendix A: Confidentiality and Video Recording Agreement
e (CLSC Video Recording Policy




e Freedom of Information and Protection of Privacy Act, RSPEI 1988, ¢ F-15.01

6 Version History

Date Action

December 10, 2025 Version 1.0 approved.

Approved by: /7 %7/"// {%3

Dr? Preston Smith, Deafi of Medicine







